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Configuring and connecting to the Software-Defined
Access (SDA) network

The University of Manitoba is updating our network service to improve performance and
security. Use this guide to help you configure and connect to the SDA network on a laptop or
desktop in supported facilities.
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1. Setting up the 802.1x client

To connect to an 802.1x network, you must first set up the 802.1x client software on your
computer. Any departmental IT administrator, IST Service Desk staff or individual who chooses
to bring their own device (BYOD) and plug it into an 802.1x-enabled port can perform the
802.1x client configuration.

Note to IT administrators: The procedure of connecting to uofm-secure SSID under a
Software-Defined Access (SDA) wireless network is the same as connecting to uofm-
secure under a legacy/existing network. Staff and students will be put into their
respective virtual networks when connected. For example, when a wireless staff end user
connects to uofm-secure under SDA, they will be put into the same virtual network as a
wired staff end user. Restrictions between the two virtual networks can be altered as
needed. Roaming between SDA and non-SDA wireless networks is transparent to the end
user. Re-authentication is performed in the background when roaming between the two.

Windows 10

How to configure the 802.1x client on your Windows 10 workstation.

N

%

1. Go to Windows Services > Wired Autoconfig. It must be set to Automatic and

Running.
. Services (Local)
Wired AutoConfig

Stop the service
Restart the service

Description:

The Wired AutoConfig (DOT3SVC)
service is responsible for performing
|EEE 802.1X authentication on
Ethernet interfaces. If your current
wired network deployment enforces
802.1X authentication, the DOT3SVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources. Wired networks that do
not enforce 802.1X authentication are
unaffected by the DOT3SVC service.

Name
& Windows Media Player Net...
&k Windows Mixed Reality Op...

&k Windows Mobile Hotspot S...

&l Windows Modules Installer
&k Windows Perception Service
&k Windows Perception Simul...

& Windows Push Notification...
& Windows Push Notification...
v.(_;": Windows PushTolnstall Serv...

& Windows Remote Manage...
&k Windows Search

&% Windows Security Service
& Windows Time

&k Windows Update

Gk Windows Update Medic Ser...

&k WinHTTP Web Proxy Auto-...

Description

Shares Win...

Enables Mix...
Provides th...

Enables inst...
Enables spa...
Enables spa...
This service ...
This service ...
Provides inf...
Windows R...

Provides co...
Windows Se...
Maintains d...
Enables the ...

Enables rem...

WinHTTP i...

Status

Running
Running

Running
Running
Running
Running

Running

Startup Type
Manual
Manual

Manual (Trig...

Manual

Manual (Trig...

Manual
Automatic
Automatic

Manual (Trig...

Manual

Automatic (...

Manual

Manual (Trig...
Manual (Trig...

Manual
Manual

Log On As "
Network S...
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Network S...
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service

* 3 Wired AutoConfig
1G5 WLAN AutoConfig

The Wired A...
The WLANS...

Running
Running

Automatic
Automatic

Local Syste...
Local Syste...

2. To open Network Connections, go to Windows Settings > Network and Internet>
Ethernet > Change adapter options.

3. Open Ethernet.

& Network Connections
o K

Organize v Disable this network device

.: Ethernet.
.
> ad.un

Diagnose this connection

Control Panel » All Control Panel ltems » Network Connections

WOy OpenvPN TAP-Windowss

plugged
dapter VO

Rename this connection

W
»

OpenVPN Wintun
Jetw

Wintun Userspace

v 0

View status of this connection

4. In Ethernet Properties, select the Authentication tab.
a. Check Enable IEEE 802.1X Authentication.
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b. Select Microsoft: Protected EAP (PEAP) for the network authentication method.
c. Check Remember my credentials for this connection each time I’'m logged on.
d. Check Fallback to unauthorized network access.

U Ethemet! Properties X

Networking Authentication = Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

[2/] Remember my credentials for this connection each |
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

==

5. In the Authentication tab, select Additional Settings... to open Advanced settings.

6. In Advanced settings, check Specify authentication mode, select User or computer
authentication, and click OK.

B Network Connactior

&
4 &, Control Panel > All Control Panel ltems > Network Connections v O
Qrnanize w Dicahle thic nehaark devics Niannace thic connection Rename this connection View status of this connection
! 1-Windows6 . OpenVPN Wintun
Networking  Authentication  Sharin ; B rk cable unplugged
g = Advanced settings X Userspace Tunnel

Select this option to provide authenticg 802.1x settings

this Ethemet adapter.
{ Specify authentication mode
Enable IEEE 802.1X authenticatio

User or computer authentication Save credentials

Choose a network authentication meth Deleti cradenticls for al tisars

Microsoft: Protected EAP [PEAP)

[CJEnable single sign on for this network

Remember my credentials for this cf
time I'm logged on Perform immediately

Perform immedis

Fallback to unauthorized network g 10
Allow additional dialogs to be displayed during single

= 5 sign on

Additional Settings... e
This network uses separate virtual L&Ns For machine
and user authentication

Y 3items 1item selected

7. Inthe Authentication tab, select Settings to open Protected EAP Properties.
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8. In Protected EAP Properties, click Configure.

9. In EAP MSCHPv2 Properties, check Automatically use my Windows logon name and

password (and domain if any)

10. Uncheck Verify the server's identity by validating the certificate and click OK.

Note: This may not apply to a personal device using a local account.

& Network Connections
T ‘& > Control Panel > Network and Internet > Network Connections >
Qreaniza = Nicshla thic natar daica el TS ey Protected EAP Properties
§ Ethernet Properties X
l When connecting:
Networking  Authentication  Sharing (] Verify the server's identity by validating the certificate
Connect to these servers (examples:srv 1;srv2;, *\.srv3\.com)
Select this option to provide authenticated network access for
this Ethemet adapter.
(8 Enable |EEE 802.1X authertication -
Choose a network authentication method (B 6aitimore CyberTrust Root
[] Class 3 Public Primary Certification Authority
Microsoft: Protected EAP (PEAP) v Settings [ DigiCert Assured ID Root CA
[ Digicert Global Root CA
R ber my credentials for this each [_] DigiCert Global Root G2
time I'm logged on [ DigiCert High Assurance EV Root CA
[ Entrust Root Certification Authority - G2
8 Fallback to unauthorized network access
Notifications before connecting:
Addtional Settings Tell user if the server name or root certificate
Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...
(8 Enable Fast Reconnect
(7] Disconnect if server does not present cryptobinding TLV
() Enable Identity Privacy anonymous
3 0K Cancel

oK Cancel

11. Close Ethernet Properties.

Note to IT administrators: This setting may not be applicable if the backend authentication

user database for Windows logon and 802.1x is different.
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Windows 11 (non-domain joined)

How to configure the 802.1x client and connect to the network on your Windows 11
workstation. Follow these instructions if you are using a desktop or laptop computer that is not
managed by Information Services and Technology (IST) and/or is not authenticated to the
ad.umanitoba.ca network.

1. Plug your computer into the network outlet on the wall and turn it on. An Ethernet
pop-up window opens.

2. Select Sign in if you want to log in to the network. The Settings > Network &
internet > Ethernet window opens.

-+ Ethernet X

Action needed
You'll need to sign in or take other action to get full

network access.

Sign in Not now

2:45 PM
~ARQO® o0 O

3. You may notice the word “ldentifying...” next to the Ethernet icon in your list of
networks. Select the arrow next to the Sign In button to open the connection

settings.
Settings
: Network & internet > Ethernet
Identifying... " o
Find a setting Q C'? Noeir\]wtlevr‘gtgacmnnee:\ec\
B System

e Bluetooth & devices

| ¥ Network & internet

4. Select Edit next to Authentication settings. The Ethernet authentication settings

& Settings

: Network & internet > Ethernet

C.? Identifying... S ~
Find a setting Q No internet, action needed

ystem

Metered connection
Some apps might work differently to reduce data usage when you're off @
connected to this network

B Bluetooth & devices
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5. In Ethernet authentication settings:

Toggle IEEE 802.1X authentication to On.
Under WAP method, select Protected EAP (PEAP).

Under Authentication method, select Secured password (EAP-MSCHAP v2).
Select Save.

o 0 T w

Ethernet authentication settings

Enable IEEE 802.1X authentication

EAP method

Protected EAP (PEAP) v |

Authentication method

| Secured password (EAP-MSCHAP v2) v |

Your private identifier

anonymous

Leave this unchanged to help protect your privacy

Trusted servers

Add trusted server name
+

Trusted certificate thumbprints

+ Add trusted certificate thumbprint

Save Cancel

6. In the Sign in pop-up window, enter your UM email (umanitoba.ca or
myumanitoba.ca) account and password, and select OK.

L Windows Security x
Sign in

username@umanitona.ca

........| o

Domain: umanitona.ca
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7.

Select Connect to accept the certificate.

| ? Unidentified network
No internet, action needed
Continue connecting?

If you expect to find Unidentified network in this location, go ahead and
connect. Otherwise, it may be a different network with the same name.

Show certificate details

Connect Don't connect

h

In your Ethernet settings window, you will now see the ad.umanitoba.ca domain
listed as Connected, signed in.

& Settings - o 2
® Network & internet > Ethernet
-
;? ad.umanitoba.ca N
Find a setting Q Connected, signed in
B syst Authentication settings Edit
ystem
a Bluetooth & devices Metered connection R
Some apps might work differently to reduce data usage when you're Off L )
| connected to this network
¥ Network & internet

macOS 12 or later

How to configure the 802.1x client on your macOS 12 or later computer.

1.

vk N

N

Go to Apple menu > System Settings, then select the Network icon in the sidebar
(You may need to scroll down.).

Select the network service you want to use, then click Details...
Select 802.1X.
Select the profile you want to view or connect to.

If you want to connect to the 802.1x network automatically every time, turn on
Enable automatic connection and click OK.

o«Manitoba | and Technology
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Ethernet

TCP/IP DNS  WINS l 802.1X 'Proxies Hardware

Use a configuration profile to add an 802.1X profile to your system. Contact your system
administrator for more information.

Profile Information

Name:
Authentication:
Wireless Network:
Security Type:
Trusted Certificate:
Trusted Servers:

Enable automatic connection

Linux Ubuntu and Fedora
How to configure the 802.1x client on your Linux workstation.

802.1x client setup using the graphical user interface (GUI)
1. Open Network Settings and click the gear icon.

Network

Wired +
Connecting - 1000 Mb/s ()
VPN +
Notsetup
Network Proxy off ©

2. Inthe Identity tab, name your profile. For example, “Wired 802.1x.”

N
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r N
Cancel Wired

Details Identity 1Pv4 IPv6 Security

MName | Wired 802.1x

MAC Address  00:0C:29:D9:E4:0A (ens33) ~
Cloned Address ~
MTU automatic +

3. Under the Security tab:
a. Enable 802.1x Security.
b. Check No CA certificate is required and enter your UMNetID (staff) or
myumanitoba.ca email address (students) and password.

Cancel Wired Apply

Details Identity IPva IPvi Security

so2.1xsecurity ()

Authentication | Protected EAP (PEAP) B

Anomymous identity | Anonymous

CA certificate
Ma CA certificate is required
PEAP version | Automatic ~
Inner authentication | MSCHAPvZ ~
Username
Password | seesssssass = 0

Show password

4. Click Apply.

802.1x client setup using the command line interface (CLI)
Set up a connection profile (client) under: /etc/NetworkManager/system-connections.

1. With your CLI text editor, create a new file:

a. sudo nano Profile.nmconnection (Ubuntu) or sudo vi Profile.nmconnection
(Fedora)
b. Copy/adjust the required fields. See Table 1 below.

N
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Table 1

Ubuntu
[connection]
id=Profile
uuid=bb6fced4a-1539-4c98-849f-
82786846af47
type=ethernet
timestamp=1677787427

[ethernet]

[802-1x]
eap=peap;

identity=UMNETID@myumanitoba.ca

password=PASSWORD
phase2-auth=mschapv2

lipv4]
method=auto

[ipv6]
addr-gen-mode=stable-privacy
method=auto

[proxy]

Fedora

[connection]

id=Profile 1
uuid=7e756735-1aaa-47f4-87a8-
024dd7bdf421

type=ethernet
interface-name=ens33
timestamp=1677789571

[ethernet]

[802-1x]
eap=peap;

identity=UMNETID@myumanitoba.ca

password=PASSWORD
phase2-auth=mschapv2

lipv4]
method=auto

[ipv6]
addr-gen-mode=default
method=auto

[proxy]

2. After you have configured the client, restart the NetworkManager service:

a. sudo service NetworkManager restart

3. If configured correctly, you should acquire a valid IP address from the DHCP server:

a. Verify with: ip addr

o' University | Information Services 10
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2. Connecting to an 802.1x network port

Windows 10

Scenario 1: Using an IST domain-joined! computer with 802.1x enabled for the first time
Follow the instructions below if you log in to your Windows 10 computer (desktop or laptop)
with your UMNetID and password.

1. Plug your computer into the network outlet on the wall.
2. Turn on the computer (if it is not already on).
3. Loginto Windows with your UMNetID and password.
4. Select Connect to accept the certificate if/when prompted.
Note to IT administrators: When a user logs out of Windows, their workstation will be

authenticated via Mac Address By-pass (MAB) or 802.1x using your workstation's MAC
address and will stay in the Staff virtual network (VN).

Scenario 2: Using a computer with 802.1x enabled
Follow the instructions below if you log in to your Windows 10 computer (desktop or laptop)
with a personal account (not a UM account).

1. Plug your computer into the network outlet on the wall.
2. Turn on the computer (if it is not already on).
3. Loginto Windows with your personal username and password.

4. If the 802.1x client is enabled, you will get an authentication pop-up window.

Windows Security X

Sign in
I |

Password ‘

oK Cancel

5. Enter your UMNetID (staff) or myumanitoba.ca email address (students) and password
and select OK.

6. Select Connect to accept the certificate if/when prompted.

1 Please contact the IST Service Desk at 204-474-8600 or your IT Administrator if you do not know if you are using
an IST domain-joined computer.

\\ . - - -
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Ethernet authentication X

0

Can't verify the server's identity

If you're trying to connect to your organization's Ethernet network, go ahead and
connect. Continue connecting?

Certificate details
Issued to: CA, Manitoba, Winnipeg, University of Manitoba,
netauth.cc.umanitoba.ca
Issued by: GlobalSign RSA OV SSL CA 2018
Server thumbprint: 7E 63 97 95 69 D4 5F 3D 7F 86 8A EA 0D C9 F1 59 26
BE DO 50

macOS 12 or later

Scenario 1: Using a computer with 802.1x enabled

Follow the instructions below if you log in to your macOS computer (desktop or laptop) with a
personal account (not a UM account) .

1. Plug your computer into the network outlet on the wall.

2. Tun on the computer.

3. Login to macOS with your personal username and password.
4

You will get an authentication pop-up if the 802.1x client is configured and automatic
connections are enabled.

5. Enter your UMNetID (staff) or myumanitoba.ca email address (students) and password

and select OK.
’\
@

Select the certificate or enter the name and password for
this 802.1X network

No certificate selected (2]

Account Name: | |

Password:

Remember this information

6. Select Continue to accept the certificate if/when prompted.

[ ] Verify Certificate
- Authenticating to 802.1X network
B . Before icating to server “netauth.cc. i ca", you should examine the
m server's certificate to ensure that it is appropriate for this network.
4

To view the certificate, click ‘Show Certificate’

? Show Certificate Cancel

N
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3. Connecting to uofm-secure Wi-Fi

Windows 10 and 11

Connecting to uofm-secure through the wireless SDA network is the same as connecting
through the legacy/traditional network.

1. From the available Wi-Fi connections, select uofm-secure.

F-71 a
PF-7 ﬁ uofm-secure-sda

efﬁ uofm-secure

% uofm-guest-test

% uofm-guest

Network & Internet settings

3 e

Wi-Fi Airplane mode

2. Select Connect.

2F-71 o
2F-T7 ﬁ uofm-secure-sda

ﬂ/f' uofm-secure

.
Secured

Connect automatically

3. Enter your UMNetID (staff) or myumanitoba.ca email address (students) and
password.
7
71 1R e

Enter your user name and password

I:] Use my Windows user account

4. Select Connect to accept the certificate if/when prompted.

N
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8 uofm-secure
ﬁ Connecting

Continue connecting?

If you expect to find uofm-secure in this
location, go ahead and connect. Otherwise, it
may be a different network with the same
name.

Show certificate details

&/ff: eduroam

macOS 12 or later

1. From the available Wi-Fi connections, select uofm-secure.

B € A = = Q
WiFi [ @)
]
[}
]
]
[}

Other Networks

= eduroam
HP_E3FD87C9
Spirent
uofm-airplay

uofm-daycare

uofm-guest

uofm-guest-test

uofm-secure-sda ]
Other...

PR

Network Preferences...

2. Enter your UMNetID (staff) or myumanitoba.ca email address (students) and
password and select OK.

Lo d
*

Select a certificate or enter a name and password for
network “uofm-secure”

No certificate selected (2]
Account Name:
P d: | | |

Remember this information
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3. Inthe Verify Certificate window, select Continue to accept the certificate if/when
prompted.

Verify Certificate

henticating to network “uof e”

Before authenticating to server “netauth.cc.L i ca", you should examine the
server's certificate to ensure that it is appropriate for this network.

oo

To view the certificate, click ‘Show Certificate’

T Show Certificate Cancel

4. Connecting to uofm-guest Wi-Fi

Windows 10 and 11

1. From the available Wi-Fi connections, select uofm-guest. A terms and conditions page
will pop up in your default web browser.

|
DAZZOIS & ...

(none)

::g::; 82 spirent
(none)

(none) &2 | ofm-airplay

CC-2F-7*
A44C-Cl 52 uofm-daycare
CC-2F-T

CE-2F-71

CC2F-7* 7 uofm-secure-sda

Z  uofm-secure

Z uofm-guest-test

NOTE: System will log off autc
(Does not apply to Classroom

Z uofm-guest

If you do not have a myumanit
http://Jumanitoba.ca/studentem
a

Network & Internet settings

Airplane mode

2. Select Accept. Your browser will be redirected to https://umanitoba.ca.

\\ . . 0 .
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https://umanitoba.ca/

N

@ | @ ntipsy/fise2-psn2.ccumanitobac X | - o

G O hitps//ise2-psn2.ccumanitobacaBddd/portal Portalsetup... A [ fs €=

| @
'™

]
PUBLIC WI-FI SERVICE TERMS AND CONDITIONS OF USE AGREEMENT (INCLUDING

ACCEPTABLE USE POLICY)

Please read the following information carefully before using this service. You may not use the service without
accepting these Terms and Conditions.

Welcome to the public wireless high-speed Internet access service (“Public Wi-Fi") at the University of Manitoba
(“the U of M"). These “Terms and Conditions of Use" govern your rights and responsibilities and our rights and
responsibilities relating to the use of the Public Wi-Fi service at any building operated by the U OF M.

ACCEPTANCE OF TERMS AND CONDITIONS OF USE

Decline

University ’ Information Services
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macOS

1. Select the Wi-Fiicon in your menu bar and enable Wi-Fi if it is not already on.

B % H m 5 O 5 wedron?? 359PM

2. From the available Wi-Fi connections, select uofm-guest. A terms and conditions page
will pop up in your default browser.

B & A w ° G § WcFb22 2000

Gl Jein *uolm-guest*
T 3
PUBLIC WIFI SERVICE TERMS AND OF USE (INCLUDING BLE USE
POLICY)
Please read the following information carefully before wsing this service, You may nol use the service without sccepling
hese Terms and Conditions.
Welcame 10 the public wircless high-speed Internet acoess service ("Public Wl Fi") ot the Unive ﬂ'uly l\imixhl( Ih' Uol
M"). These “Terms and Conditions of 1se” povers your rights and and o rights sed nng 10
the e af the Public Wi-Fi service at azy bullding operared by e L OF M

ACCEPTANCE OF TERMS AND CONDITIONS OF USE

_
Owtne

@ Isnz-prn oo umaniione s Cancst

4. Double-check your connection status by clicking on the Wi-Fi icon in the menu bar.

Window  Helo B S A s T Q R Wdd22 £02PM

wi-Fl

| Unsecurod Networ.
- Freferred Metaork
§ U © vtgmut
niversity e
& «Manitoba N.F i
- Network Preferences...

The University of Marvtoba: of Croe, Oji-Cros, Dakota, and Dene paopies,

and on the homeland of the Métis Nation. More

o mawamanhoba cb Cancel
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