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CONFIDENTIAL NON-DISCLOSURE AGREEMENT
This Agreement is effective as of the _____ day of ____________, 20___.
BETWEEN:

THE UNIVERSITY OF MANITOBA

(the “University”)
- and -

[NOTE TO DRAFT:  INSERT OFFICIAL NAME OF OTHER PARTY]

(the “Contractor”)

WHEREAS:

A. The University has custody and control over records containing personal information about [NOTE TO DRAFT:  Insert description of records that are going to be provided/acceptable to the Contractor] (the “University’s Records”);

B. The University’s Records are subject to The Freedom of Information and Protection of Privacy Act (Manitoba) (“FIPPA”), or are otherwise confidential and/or proprietary to the University;

C. The Contractor will be providing services to the University, as more particularly described in [NOTE TO DRAFT:  If the Contractor has signed an independent contractor agreement then refer to that by date and by the contract reference number, if possible] (the “Services”); and

D. The University and the Contractor wish to enter into this Agreement to define the Contractor’s obligations in relation to the use and protection of the University’s Records;

NOW THEREFORE, in consideration of the undertakings of the University and of the Contractor, the parties hereby agree as follows:

Access to the University’s Records
1. The University will provide the Contractor with access to the University’s Records, subject to the Contractor’s continued compliance with the terms and conditions of this Agreement.  The Contractor will only provide access to such University Records to its employees, agents, officers, representatives and contractors if the foregoing are providing the Services, or a part thereof and only to the extent that the said employees, agents, officers, representatives and contractors need to have access to provide the Services, or a part thereof.
Use of the University’s Records
2. The Contractor shall require its employees, agents, officers, representatives and contractors to use the University’s Records solely for the purpose of providing the Services.
Protection of the University’s Records
3. Where the University’s Records fall under FIPPA, the Contractor shall ensure all steps reasonably necessary are taken to protect personal information by making reasonable security arrangements against such risks as unauthorized access, use, disclosure or destruction of the University’s Records and to ensure that the University’s Records do not fall into the possession of unauthorized persons, in accordance with FIPPA and in accordance with this Agreement.
4. Where the University’s Records do not fall under FIPPA, but are still in any event confidential and/or proprietary to the University, the Contractor shall ensure that all steps reasonably necessary are taken to protect personal information by making reasonable security arrangements against such risks as unauthorized access, use, disclosure or destruction of the University’s Records and to ensure that the University’s Records do not fall into the possession of unauthorized persons, and further, that the University’s Records are not disclosed in any manner whatsoever except as expressly authorized by the University in writing.
5.  SEQ CHAPTER \h \r 1At no time shall personal information or confidential information provided by the University (for the purpose of this paragraph, the “Information”) be placed on a server located in the United States or controlled by a United States resident.  Further, the Contractor shall ensure that the Information is not used in a manner that would subject the Information to The Patriot's Act of the United States, or any replacement or substitute legislation enacted in place thereof.
Liability and Indemnity
6. The Contractor shall accept and assume all liability for:
(a) the use of the University’s Records for any other purpose other than the Services;

(b) the protection of the personal information contained in the University’s Records in accordance with FIPPA and this Agreement.

7. In the event of a breach by the Contractor, its employees, agents, officers, representatives and contractors of this Agreement, the Contractor recognizes that the University shall be entitled to take all necessary legal measures to have the terms of this Agreement enforced, including without limitation, proceeding to obtain an injunction to restrict the Contractor from any activities that the University understands would lead to a further disclosure of the University’s Records.  The University shall also be entitled to recover any and all damages suffered thereto as a result of the Contractor’s breach of this Agreement.

8. The Contractor agrees that it will not have any ownership interest in and to the University’s Records whatsoever, or any part thereof, and that the University’s Records will remain under the ownership of the University at all times.

9. On termination of this Agreement, the Contractor also understands that the agreement described in Preamble C above shall also terminate immediately, with no further liability on the part of the University towards the Contractor.
10. Upon expiry or termination, whichever is earlier, the Contractor shall forthwith destroy or erase or return, at the option of the University, all University’s Records and any copies thereof, in any form, whether or not stored in any media or computer memory, and whether or not forming a part of any computer program or system.  The Contractor shall provide a certificate of an officer of the Contractor that all such materials have been returned or destroyed, as the case may be.
IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the date first written above.







THE UNIVERSITY OF MANITOBA






Per:







Witness







[OFFICIAL NAME OF CONTRACTOR]






Per:







Witness







Per:







Witness
